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Abstract

Organizations are increasingly interacting with customers through online channels. While
providing numerous benefits to both organizations and customers, the move to online interaction
has fueled an associated increase in online fraud. In this paper, we report the results of two
observational studies, using vastly different tasks, where online participants could freely decide
to commit fraud to financially benefit themselves. In Study 1, 19% of the interactions were
fraudulent; in Study 2, 20% of the interactions were fraudulent. In both studies, we captured
mouse movement data while participants completed their online task. As predicted, when
committing fraud, participants in both studies moved their mouse significantly slower and with
greater deviations than non-fraudulent interactions. Additionally, we used mouse movements to
infer which participant interactions were fraudulent. In Study 1, the prediction accuracy was
82%; in Study 2, the prediction accuracy was 93%. The results provide evidence that monitoring
mouse movements can aid in identifying online fraud.

Keywords: mouse movements, online fraud, human-computer interaction, cognitive

dissonance, cognitive conflict, cognitive load, observational study
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Identifying Online Fraud through Mouse Movement Behavior
Introduction

Gartner predicts that by 2020 nearly all modern organizations will compete primarily through
online channels (Pettey 2015). As the online revolution continues to accelerate, countless
organizations require people to complete online forms to submit applications, file claims, request
services, or report events. Whereas most people submit legitimate and genuine information, there
is also a large and growing number of people who knowingly provide fraudulent information
(Meola 2016; Vuitton 2017). While often considered a “victimless crime” (e.g., Morley et al.
2006), fraud causes tremendous costs for organizations, governments, and ultimately for society,
as the upright citizen covers the cost of fraud.

Conducting business online has been a catalyst for increased fraudulent behavior (Sorrell
2017). There are many types of online fraud, some of which are related to account creation (i.e.,
identity theft), account takeover (e.g., phishing attacks), and transactions (e.g., disputing receipt
of a delivered product). Such general fraud categories exist in one way or another across many
governmental and organizational sectors, including e-commerce, banking, insurance, and
healthcare, to name a few. For example, in the insurance industry, fraud can range from
providing inaccurate information on insurance applications to submitting exaggerated claims
(sometimes referred to as “padding’), or submitting claims for unnecessary repairs or
procedures. As these types of fraud may not only be committed by the insurance holders or
applicants, but also third parties or claims professionals, online fraud can have tremendous
financial consequences. For instance, in the United States alone, insurance claim fraud is the
second largest white collar crime after tax evasion (Dean 2004), amounting to yearly damages of

around US$80 billion (Coalition Against Insurance Fraud 2017; Coolidge 2006; Smith 2000).
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Like in many industries, insurance claim auditors struggle to identify fraud, as it is
infeasible to carefully underwrite and review all submitted applications and claims. While most
of the applications and claims are likely to be genuine, some are fraudulent—ranging from slight
inadvertent misrepresentations to those filed with fully fraudulent intent. For example, 10 percent
of Americans surveyed in 2017 admitted to misrepresenting information on auto insurance
applications (e.g., reported lower annual mileage, misstated how a car would be used, etc.) in
order to get a better rate (Glover 2017). Often, auditors identify and review only those
applications and claims viewed to be most egregious. Thus, identifying all fraudulent
applications and claims is a “needle in the haystack problem,” as it is impractical and very costly,
both in time and money, to thoroughly vet all submitted information. Also, when auditors delay
legitimate applications and claims due to additional scrutiny, they risk lowering the customer
experience and are much more likely to dissatisfy and potentially lose honest customers (Kulbyté
2017). Therefore, improving methods for more quickly and reliably identifying potential
fraudulent information can provide benefits to honest consumers, service providers, and society
as a whole.

Studies suggest that mouse movements can reveal hidden psychological states that
traditional measures cannot capture (Freeman et al. 2011). For example, mouse movements can
be influenced by emotional arousal and valence (e.g., Grimes et al. 2013), cognitive conflict
(e.g,. Dale et al. 2007), and increased cognitive processing (Freeman and Ambady 2011).
Consequently, Valacich et al. (2013) suggested monitoring people’s mouse movements to detect
behavioral patterns that may be indicative of fraudulent responses. Relatedly, recent research has
shown that mouse movements can be used to identify people who conceal information in a

structured question protocol after engaging in a sanctioned (i.e., mock) crime (Anonymous,
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under review). However, there are many significant weaknesses related to the use of sanctioned
deception—e.g., low motivation of participants, lack of ecological validity, low stakes, and so on
(Buckley 2012; Sip et al. 2008)—as well as the time lag between the mock task and
administering the structured interviews (Ben-Shakhar 2012). While research has suggested that
mouse movements may be influenced when engaging in a deceptive act (e.g., Valacich et al.
2013), limited research has theoretically developed and empirically validated hypotheses on how
deception influences mouse movements. Here, we extend the prior work by collecting movement
data when participants freely choose to engage in a fraudulent act. Thus, this research overcomes
the weakness of sanctioning and time delays between the fraudulent act and movement
collection.

Drawing on theory from psychology and neuroscience, we theoretically explain and
empirically validate how one type of deception — online fraud — influences people’s hand
movements, and thereby mouse-cursor movements (hereafter, simply “mouse movements”). In
doing so, we answer our first research question: How does online fraud meaningfully influence
mouse movements? As we are focused on how specific types of mouse movements can be used to
infer online fraud, we answer the second research question: Can online fraud be inferred from
mouse movements? To answer these research questions, we report two studies. In the first, we
used an established visual-perception task that incentivized participants to commit fraud. In
particular, participants responded to a binary question while we measured their mouse
movements. In the second, we focused on online insurance claims. Here, we asked participants to
complete a sequence of online damage-reporting forms, and recorded and analyzed their mouse
movements. The results of both studies show that 1) fraud leads to predictable changes in mouse-

movement behavior-i.e., increasing deviations and decreasing speed—and 2) committing online
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fraud can be inferred from such changes in mouse behavior. This provides a foundation for
improving the design of online forms to better identify those providing fraudulent information.
Background

Online fraud is widespread, causing billions of dollars in losses for businesses and
governments. Such losses result in increased costs for consumers and fewer services to citizens.
Unfortunately, people commit fraud in various ways—for example, dishonest insurance
policyholders can file claims that never occurred or exaggerate actual losses to reclaim their
deductible (many insurance fraudsters perceive deductibles as being unfair) (Clarke 1990)—so
no single detection method will detect all types of fraud. While insurance companies have
historically relied on auditing to mitigate the effects of fraud, they—and other industries—are
increasingly using triangulation, e.g., by augmenting auditing procedures with information
obtained from fraud-detection systems, using various fraud indicators and classification
techniques (e.g., Dionne et al. 2009; Schiller 2006).

Given the prevalence of online fraud, organizations are exploring a variety of new and
novel ways to efficiently and effectively identify potential fraud. For example, organizations are
increasingly using a variety of techniques, ranging from statistical (e.g., clustering, anomaly
detection, etc.) to artificial intelligence-based (e.g., data mining, machine learning, etc.)
approaches to uncover potential fraud (Carneiro et al. 2017; Lopez-Rojas and Axelsson 2016;
Save et al. 2017). Identifying and validating new and emerging fraud-detection techniques are
crucial for business and society, as a higher detection accuracy lowers the costs of ex-post
monitoring. Because thorough monitoring is costly, auditors typically investigate only those
applications and claims that appear to be most egregious but many “small” misrepresentations

simply slip through the cracks, collectively equating to billions of dollars (Hunter 2015). Thus,



IDENTIFYING ONLINE FRAUD THROUGH MOUSE MOVEMENT BEHAVIOR 7

there is clearly a need to improve fraud-detection systems by exploiting additional low-cost
signals of potential fraud.

To this end, we propose and test a low-cost and highly scalable method for detecting
possible fraud when people provide online information by monitoring users’ mouse movements.
Mouse movements have been found to give insight into many cognitive and emotional processes
(see Freeman et al. 2011 for a brief literature review), some of which can result from deception,
including decision conflict (McKinstry et al. 2008; Palmer et al. 2013), cognitive competition
(Dale et al. 2007; Freeman and Ambady 2009; Freeman and Ambady 2011; Freeman et al. 2008),
emotional reactions (Grimes et al. 2013; Maehr 2008; Rodrigues et al. 2013; Zimmermann et al.
2006; Zimmermann et al. 2003), and increased cognitive processing (Freeman and Ambady
2011). More specifically, in some studies, mouse movements have been proposed to indicate
deception directly. For example, Valacich et al. (2013) created (but not tested) propositions that
explain how mouse movements may indicate deception in concealed information tests.

Our research contributes to theory and practice by explaining and empirically validating
how mouse movements are influenced by intentional fraud when completing online forms.

Hypotheses

To develop hypotheses that explain how fraud correlates with mouse movements, we
build on two axioms of deception—cognitive dissonance / conflict and cognitive load.

First, when being deceptive, people experience cognitive or moral conflict (Buller and
Burgoon 1996; Nunez et al. 2005). For example, due to guilt or fear of being caught, deceptive
people are more likely to experience hesitations as they reconsider their planned and current

actions. Likewise, such people are more likely to experience increased cognitive dissonance /
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conflict by questioning and reconsidering their planned fraudulent actions (Derrick et al. 2013;
Nunez et al. 2005).

Such competing cognitions can influence one’s movements, as explained by the response
activation model (RAM) (Welsh and Elliott 2004). Namely, the RAM posits that one’s hand
movements respond to all cognitions (i.e., thoughts) that have even a small potential to result in
movement, so-called actionable potential (Welsh and Elliott 2004). As such, when people
knowingly provide misleading information when completing an online form, they are also more
likely to deal with competing cognitions like double checking, reconsidering, hesitating, or
questioning actions. For example, when moving the mouse to commit fraud in an online form,
one may have a thought to stop the action due to fear of being caught; likewise, one may have a
thought to respond differently to result in a more believable fraud (e.g., moving the mouse to
select a different option). Such thoughts have actionable potential (e.g., to stop or to move
differently)—even if the actions are not executed—resulting in increased deviations (e.qg.,
direction and speed changes), that are less likely to occur if being non-fraudulent.

The RAM explains the relationship between thoughts and mouse movements: When a
thought with actionable potential enters the mind (i.e., is in working memory), the mind
automatically and subconsciously programs a movement response to fulfil that cognition’s
intention (Welsh and Elliott 2004). This includes transmitting nerve pulses to the muscles to
move the hand and realize the intention (i.e., stop or move) (e.g., Georgopoulos 1990; Song and
Nakayama 2008). These nerve impulses, in turn, ultimately result in hand movements toward the
stimulus. If a person had accordant cognitions, their mouse trajectory would roughly follow a
straight line to the movement’s target (e.g., to the intended input field on the online form).

Deviations from that straight line can result from competing cognitions due to being
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fraudulent—i.e., the mind programs movement responses toward other stimuli with actionable
potential. Those deviations can also be captured by characteristics of the mouse movements. In
summary, we hypothesize:

H1: When providing fraudulent responses in an online form, people will exhibit greater
mouse deviation.

Second, deception is a complex cognitive process that increases cognitive load, another
axiom of deception (Carrion et al. 2010). If people deceive they not only have to generate false
information but typically also attempt to minimize evidence of deception (Derrick et al. 2011).
Handling both requires people to behave strategically—i.e., manage information to appear
truthful—which increases cognitive load, thereby decreasing available working memory (Buller
and Burgoon 1996). When working memory is decreased, people’s reaction times also become
slower (Unsworth and Engle 2005), and so do hand movements (see also the Stochastic
Optimized-Submovement Model in Meyer et al. 1988; Meyer et al. 1990). Namely, when
visually guiding the hand to a target, the brain has less time to program corrections to one’s
movement trajectory. Those corrections result in greater deviations from one’s intended
trajectory. In other words, movement precision decreases.

One way the brain automatically compensates for decreased precision is to reduce the
speed of movements (Meyer et al. 1988; Meyer et al. 1990). Hand (i.e., mouse) movement speed
and precision are inversely related (Plamondon and Alimi 1997), so movement precision can
only increase if the brain reduces movement speed. In other words, as the body has more time to
perceive and program needed corrections, it allows the hand to operate more optimally within the
restriction of slower reaction times (Meyer et al. 1988; Meyer et al. 1990). In summary, we

hypothesize:
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H2: When providing fraudulent responses in an online form, people will exhibit slower

mouse speed.
Methodology

To test our hypotheses, we conducted two studies. In Study 1, we used a well-validated
visual-perception task that incentivized participants to commit fraud. In particular, participants
had to respond to a binary question while we recorded their mouse movements. In Study 2, we
used a real-world insurance claim scenario to replicate our results from Study 1 in a more
realistic setting. Specifically, we asked participants to complete a sequence of online forms to file
automobile insurance claims. While participants completed the forms, we recorded their mouse
movements. As in many real-world settings, participants in both studies had freewill to commit
fraud in order to boost their compensation—i.e., we did not manipulate or sanction participants’
decision to commit fraud in any way. Table 1 provides an overview of the studies.

Table 1. Summary of studies

Study Methodology Purpose Observations Findings

1 Observational study  Test H1 & H2 2158 Fraud influences mouse
using an established deviation and speed.
perceptual task

2 Observational study  Replicate Study 1, 395 Fraud influences mouse
identifying fraud in ~ improve ecological deviation and speed.
online claims and external validity

Study 1: Flexible Dot Task
In Study 1, we show that deception causes changes in mousing behavior. In particular,
using a well-established protocol that incentivizes participants to commit fraud, we find that

fraudulent behavior increases movement deviation and decreases cursor speed.
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Procedure and Material

To examine how fraudulent people move their mouse, we adapted a perceptual task
developed by Gino et al. (2010). In this task—sometimes called “flexible dot task” (Hochman et
al. 2016)—rparticipants are asked to truthfully identify which side of a square, separated by a
diagonal line, contained a larger number of dots. In particular, 20 randomly-generated dots
appeared for 1 second in the square—sometimes more on the left side, sometimes more on the
right side (see Figure 1 for an example). After the dots disappeared, participants had to select an
answer (i.e., “Which side contained more dots?””) by moving their mouse cursor to the “left” or
“right” selection buttons.

In total, participants completed a sequence of 20 trails. When a trial began, we anchored
the mouse cursor in the middle of the screen by requiring the participants to click on a “Start”
button. While participants selected their answers, we recorded their mouse movements.

We encouraged participants to commit fraud as follows: Clicking the “right” button
always had a higher payout—even when the left side clearly contained more dots—thereby
incentivizing participants to click “right” even when the correct answer is “left.” In particular,
participants would receive 0.5 pence (US¢0.67) for clicking on “more on left” or 5 pence
(US¢6.7) for clicking on “more on right.” Thus, participants could maximize their payout by
fraudulently reporting on all trials that more dots were presented on the right.

The task had four possible outcomes, defined by both the dots’ locations (more on left or
right) and the participants’ choice (clicking left or right) (Hochman et al. 2016). Only one
outcome can be considered fraudulent:

1. More dots on left/clicking on left: correct—low payout (no fraud—correct reject)

2. More dots on right/clicking on right:  correct—high payout (no fraud—correct hit)
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3. More dots on right/clicking on left: incorrect—low payout (no fraud—detrimental error)
4. More dots on left/clicking on right: incorrect—nhigh payout (fraud—beneficial error)
Following Hochman et al. (2016), only the beneficial errors could result from attempts to
maximize payouts by committing fraud. Consequently, in this study, we compared mouse
movements between fraudulent cases (i.e., beneficial errors) and correct responses (either hit or

reject), and disregarded detrimental errors.

®e
®e
& L 2
O
O
e °
o
< >
more on left more on right
(0.5 pence) (5 pence)

Figure 1. Sample screen from the flexible dot task used in Study 1. In each trial, 20 dots were
displayed in a square divided by a diagonal. The task was to move the mouse to the correct
answer for a given scenario and click on the answer (i.e., to report whether there were more dots

on the right or the left side of the diagonal).
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Participants

We recruited 150 participants—older than 18 years and from the U.S.—using Prolific
Academic.! The mean age was 30.9 years, and 33.9 % were women. We paid participants £1 for
the 10-minute task (equaling a £6/US$8 hourly wage). In line with previous mouse-tracking
studies, we eliminated all participants whose completion time was longer than three standard
deviations from the average participants’ completion time (Freeman and Dale 2013; Selst and
Jolicoeur 1994). Further, we excluded anyone who took part on a mobile device, resulting in a
sample size of 115 participants with 2,300 observations (each participant was presented with 20
decisions in a repeated-measures design). As we were uninterested in detrimental errors, we
excluded those observations from our dataset, resulting in a final sample of 2,158 observations.

Measures

Mouse variables. Mousing data was captured using a webpage-embedded JavaScript
library, which captured not only the cursor’s x- and y-coordinate pair but also a corresponding
timestamp at a millisecond precision rate. Those data were sent to a web service for further
processing. First, in line with mouse-movement literature (Hehman et al. 2015), the web service
normalized all movements to a standardized 8x6 grid (a ratio consistent with many screen
resolutions) to account for different screen resolutions. Second, the web service calculated
statistics for deviation and speed.

Deviation was calculated as actual distance traveled divided by optimal distance (Figure

2). Actual distance was calculated by summing distances between each consecutive x-, y-

! Online recruitment platforms have been found to be appropriate for random-sample populations
(Berinsky et al. 2012). For example, Mason and Suri (2012) found that the behaviour of respondents on
an online recruiting platform closely resembled that of participants in traditional laboratory experiments.
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coordinate pair. Optimal distance was calculated as distance between movement’s starting and

ending point—i.e., a straight line. Thus, the higher the ratio, the greater the deviation per unit

moved (normalized pixel). Speed was calculated as actual distance divided by movement time.
Fraud. We coded correct responses (hits or rejects) as 0 and fraudulent cases (i.e.,

beneficial errors) as 1.

Actual Distance Traveled Ending Movement Point

~
-
- — Optimal Distance

(a straight line between the
-~ starting and ending points)

Starting Movement Point

Figure 2. Actual and optimal distances

Model specification

We specified a linear mixed-effects regression model to estimate the effect of fraud—i.e.,
beneficial error—on our two outcome variables—i.e., mouse-movement deviation (H1) and
mouse-movement speed (H2). As such, mixed-effects models account for between-subject
variability by allowing individual intercepts to vary. Thus, we specified the following varying-
intercept model:

Yij = Bo+ 1 fraud;; + uj + &,

where i indicates observations (i.e., each single decision) from j participants. Y indicates the

outcome variables (i.e., mouse-movement deviation and speed), S, represents the intercept, and
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p1 is the fixed effect of fraud (i.e., beneficial error). ¢;; indicates level-one residuals (i.e., on
observation level), which are assumed to be normally distributed with mean 0 and constant
variance. As observations i from participants j might be correlated (i.e., due to the repeated-
measures design), we consider a level-two random effect w,; (i.e., on the participant level) that
describes the between-subject variability of the outcome variable Y and captures the non-
independence between observations i from the same participants j, so it allows the intercept 5, to
vary across subjects (Gelman and Hill 2007). u,; is assumed to be normally distributed with
mean 0 and constant variance. We used R (Ihaka and Gentleman 1996) with the Ime4 package
(Bates et al. 2014) with its Imer function to estimate the mixed-effects models.

Results

Of the 2,158 valid observations, 409 (i.e., 19%) were fraudulent. The results show that
fraudulent decisions (i.e., when participants made beneficial errors) significantly increase mouse-
movement deviation (1 = 1.11 p <.001) and decrease mouse-movement speed (4. =-.21, p
< .05). Table 2 presents the summary statistics for the fraud and mouse variables, and Table 3

presents the results of the models.

Table 2. Summary statistics for Study 1

Statistic Unit N Mean SD Min Max
Fraud
Dots right (presented) % 2,158 47 .50 0 1
Dots right (user clicked) % 2,158 .66 48 0 1
Fraud (beneficial errors) % 409 19 .39 0 1
Correct hits % 1,008 47 .50 0 1
Correct rejects % 741 34 48 0 1
Mouse movement
Deviation See text 2,158 5.04 4.68 2.00 100.61

Speed See text 2,158 3.01 2.00 .68 51.49
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Table 3. Mixed-effects regression results for deviation and speed as outcome (Study 1)

Deviation Speed
Estimate Cl p-value Estimate Cl p-value

Fixed effects

Fraud (binary) 1.11 .61-1.62 .001 -21 -.40 --.02 .028
Intercept 4.85 454-516 .001 3.06 2.83-3.29 .001
Random effects

o2 20.29 2.59
TOO,Participant 1.56 1.42
NParticipant 115 115
ICCParticipant .07 .35
Observations 2158 2158
AIC 12731.94 8463.51

R? 12 .39

In a further analysis, we used deviation and speed to infer fraudulent responses (i.e.,
beneficial errors). We used the set of variables as described earlier in the model specification and
consider additional control variables?, however, in contrast to the first analysis, our outcome
variable is now binary. Thus, we used a mixed-effects logistic regression with deviation and
speed as predictors and fraud (i.e., beneficial errors) as outcome:

Fraud;; = logit™(By + By - deviation;; + [, - speed;j +y' - controls; + uy; + &;;)
The results show that deviation and speed can be used to infer fraudulent responses (see Table
4). The results indicate that the coefficient for mouse-movement deviation (odds ratio) was
significantly greater than “1” (f1 = 1.04, p <.01), consistent with H1 (indicating that greater
deviation is correlated with fraud). Further, consistent with H2, the coefficient of the average
movement speed (odds ratio) was significantly smaller than “1” (5> = .91, p <.05) (indicating

that slower speed is correlated with fraud). As a measure of goodness of fit, we used Nakagawa

2 We controlled for age, gender, education, computer usage (hours/week), and internet usage
(hours/week).
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and Schielzeth (2013) R? for generalized linear mixed models®, using R’s MuMIn package
(Barton 2009), leading to an R? value of .20. To assess prediction accuracy, we used 10-fold
cross validation and achieved virtually the same accuracy, with 82% correctly classified cases.

Table 4. Mixed-effects logistic regression results for deviation and speed as predictors

(Study 1)
Fraud (binary)
OR Cl p-value

Fixed effects

Deviation 1.04 1.02-1.07 .002
Speed 91 .82-1.00 .049
Intercept 20 13 -.29 .001
Controls yes

Random effects

TOO,Participant 63

NParticipant 115

ICCParticipant 16

Observations 2158
AIC 1996.10

Deviance 1800.91

Study 2: Insurance Task
Study 2’s purpose was to generalize Study 1’s findings. Using an observational study,
participants had to file several insurance claims, a task in which people frequently commit fraud

(Dionne and Gagné 2002; Miyazaki 2009).

2 2
of+¥151 0

——ui——> 5 Where u is the number of random effects, afz is the
af+zl=1crl +oé+oy

variance of the fixed effect component, Y. o7 is the variance component of the Ith random factor (i.e.,
participants), o2is the variance due to additive dispersion, and ¢ is is the distribution-specific variance
(Nakagawa and Schielzeth 2013).

3 This statistics is defined as R? =
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Procedure and Material

We asked participants to claim damages to their car—in total, five scenarios*—by using
an online damage-reporting form (see Table 5 for the scenarios). At the beginning of each
scenario, participants received 2,000 coins as play money, and we instructed the participants they
would have an insurance contract with a deductible of 600 coins. Recall that contracts with
deductibles are often perceived to be unfair (e.g., Miyazaki 2009), so we expected at least some
participants to commit fraud (i.e., inflate damages), so as to cover their deductible. We based the
five scenarios on scenarios used in a prior study (Hibbeln et al. 2014). To control for learning and
sequence effects, we randomized the order of the scenarios.®

We designed the damage-reporting form to require mouse input—participants had to
mark the damage locations on the rear end of a car (see Figure 3); we started tracking mouse

movements upon starting a scenario, and stopped recording at the end of each scenario.

Scenario 2
You had a damage of 800 coins.

The following areas have been damaged.

4 Using five scenarios in a repeated-measures design allowed us not only to account for between-
subject variability, but also to collect enough observations for the statistical analysis.

® To induce further variability in fraudulent behavior, we manipulated the likelihood of the fraud
being detected and amount of punishment, by randomly assigning participants to one of two conditions—
a low punishment with low probability of getting caught (400 coins / 10%) and a high punishment with
high probability of getting caught (2000 coins / 50 %). The high punishment / high-probability group
reported less damages (3.41 vs. 3.25), though the difference was not significant (-.16; p = .33).
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Figure 3. Sample Scenario (Repair Costs: 800; Number of Damages: 2)

Table 5. Overview of scenarios

Scenario#  Repair costs (in coins)  Number of accident damages

1 400 1
2 800 2
3 1200 3
4 1600 4
5 2000 5

Participants

Using Prolific Academic, we recruited 150 participants of at least 18 years of age from
the U.S.—mean age was 35.0 years, and 40.5 % were women. We paid £1 for a 10-minute task
(equaling a £6/US$8 hourly wage). To ensure that the participant took each scenario serious, we
paid a variable bonus for a randomly selected scenario. In particular, for the selected scenario, we
paid the claimed repair costs minus the deductible (at a rate of 100 coins/10 pence). Thus,
claiming more than the presented damage—committing fraud—resulted in a higher payout,
incentivizing participants to commit fraud. In line with Study 1, we excluded not only
participants whose completion time was longer than three standard deviations compared to the

average participant (Freeman and Dale 2013) but also anyone who took part on a mobile device;
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further, we excluded participants whose responses indicated that they did not follow the
instructions (i.e., who claimed less damage than presented), resulting in a final sample size of 79
participants with 395 observations (each participant was presented with 5 scenarios).

Measures

Mouse variables. We used the same deviation and speed variables as in Study 1.
However, in contrast to Study 1, committing fraud in Study 2 required more mouse movements,
as participants had to click more damage locations to commit fraud. Thus, to control for greater
deviation resulting from clicking more damages, we calculated an average deviation as follows:
First, we segmented each participant’s overall movements into sub-movements, where each sub-
movement consisted of the movement between each click (e.g., clicking between each damage
location; see Figure 5). For each sub-movement, we calculated the deviation; then, we calculated
the mean deviation per sub-movement (i.e., the number of damages reported, respectively). This
procedure allowed for an unbiased estimate of deviation, an estimate that is unaffected by the

requirement to click on more locations to report more damages.

Sub movement 2

Click 2

(ending point for segment 2,
beginning point for segment 3, etc.)

Sub movement 1

Click 1

(ending point for segment 1,
beginning point for segment 2)

Starting Movement Point

Figure 5. Example of sub-movements

Fraud. In each scenario, participants could choose to commit fraud (or not). In particular,

they could claim more damages than presented (see Figure 4). We operationalized fraud as a
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binary variable. If the difference between the damages reported and the ones presented in a
scenario was positive, we considered it as “fraud” (coded as “1”), otherwise not (coded as “0”).®

Model Specification

We used the same model specifications as described in Study 1. First, we analyzed the
influence of fraud on Yij;, that was mouse-movement deviation and speed, respectively.

Yii = Bo+ By - fraud;; + upj + &;
Second, we used deviation and speed to predict fraud:
Fraud;; = logit™ (B, + B, - deviation;; + B, - speed;; + y' - controls; + ugy; + €;;)

Results

Of the 395 valid observations, 80 (i.e., 20%) were fraudulent. In line with Study 1, the
results show that fraudulent decisions (i.e., cases when participants clicked more damage
locations than presented) significantly increased mouse-movement deviation (4. = 1.25, p < .01)
and decreased mouse-movement speed (f1 = -1.59, p < .01). Table 6 present the summary
statistics for the fraud and mouse variables, and Table 7 presents the results of the models.

Table 6. Summary statistics for Study 2

Statistic Unit N Mean SD Min Max
Fraud
Damages (presented) No. 395 3.00 1.42 1 5
Damages (reported) No. 395 3.32 1.61 1 10
Fraud % 80 .20 40 0 1
Mouse movements
Deviation See text 395 2.73 3.29 .25 40.86
Speed See text 395 3.21 4.35 0.61 70.36

¢ We excluded participants from the analysis who reported less than the presented damage, as those had
harmed themselves. This is consistent to Study 1, where we also excluded all observations with
detrimental errors.
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Table 7. Mixed-effects regression results for deviation and speed as outcome (Study 2)

Deviation Speed
Estimate Cl p-value Estimate Cl p-value

Fixed effects

Fraud (binary) 1.25 43-2.07  .003 -1.59 -2.68 —-.49 .005
Intercept 2.48 2.10-2.86 .001 3.53 3.02-4.04 .001
Random effects

o2 10.24 17.88
TOO,Participant 37 76

NParticipant 79 79
ICCParticipant .04 .04

Observation 395 395
AIC 2060.72 2281.64

R? 12 13

In a further analysis, we used deviation and speed to infer fraud. The results again show

that deviation and speed can be used to infer fraud (see Table 8). The results indicate that the

coefficient for mouse-movement deviation (odds ratio) was significantly greater than “1” (51 =

1.22, p <.05), consistent with H1 (indicating that greater deviation is correlated with fraud).

Further, consistent with H2, the coefficient of the average movement speed (odds ratio) was

significantly smaller than “1” (5> = .64, p <.01) (indicating that slower speed is correlated with

fraud). To assess model fit, we used Nakagawa and Schielzeth’s (2013) R? for mixed models,

leading to an R? of .78. To assess prediction accuracy, we used 10-fold cross validation and

achieved a comparable accuracy, with 93% correctly classified cases.

Table 8. Mixed-effects logistic regression results for deviation and speed as predictors

(Study 2)
Fraud (binary)
OR Cl p-value

Fixed effects

Deviation 1.22 1.00-1.49 .045
Speed .64 46 - .89 .008
Intercept .09 .00 -.49 .022
Controls yes
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Fraud (binary)

Random effects

TOO,Participant 6.93

NParticipant 79

ICCParticipant .68

Observation 395

AIC 309.25

Deviance 165.29
Discussion

In this paper, we hypothesized how fraud influences both mouse-movement deviation and
speed by drawing on the response activation model and two axioms of deception. Using two
controlled studies, we not only demonstrated that fraudulent behavior can indeed influence
mouse movement but also that such differences can be used to infer fraudulent responses at a
high accuracy rate. In particular, we used two tasks—a highly controlled yet artificial task and a
real-world insurance claim task—to demonstrate that deceptive people exhibit significantly
greater mouse-movement deviation and slower mouse speed.

Theoretical Contributions

In recent years, there has been increasing interest in studying mouse movements within the IS
domain; for example, Hibbeln et al. (2017) examined the effects of negative emotion on mouse
movements, Grimes et al. (2013) examined the effects of valence and arousal, Jenkins and
Valacich (2015) employed mouse movements to examine a system’s ease of use, and
Anonymous (under review) showed that mouse movements can be used to identify people who
conceal information when responding questions in a structured interview. In this research,
building on and extending both Hibbeln et al. (2014) and Valacich et al. (2013), we examined the
effects of fraudulent behavior on mouse movement. In particular, we derived hypotheses on how
fraud influences mouse-cursor deviation and speed by building on two axioms of deception—

cognitive dissonance/conflict and cognitive load: When deceiving while completing online forms
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using a computer mouse, people experience conflicting cognitions with actionable potential,
resulting in deviations of the mouse-cursor path. Further, when deceiving, their brains
compensate for a higher load on working memory by adjusting the speed of mouse movements.
Using two vastly different studies, we demonstrate that these effects hold, both in a highly
contrived and in a more realistic setting. In doing so, we extend extant research on mousing
behavior in information systems. In particular, we demonstrate that monitoring and analyzing
mouse movements can be used not only to reliably infer emotional states (see Hibbeln et al.,
2017), but also cognitive states.

Our work adds to the accumulating evidence of linking hand movements captured
through mouse movements to various emotional and cognitive processes (Freeman et al. 2011;
Grimes et al. 2013; Hibbeln et al. 2017). What is particularly exciting is that these movements
reflect both actual behavior and behavioral changes, measured within an information technology
usage context. Our work suggests that analyzing hand movements as an actual (rather than
perceptual) measure of usage could enrich other areas of IS research (e.g., technology
acceptance, efficacy, fear, etc.), where perceptions of states and behavior are measured post hoc

to interaction. Clearly, this approach suggests there are numerous research opportunities.

Practical Contributions

Fraud is ubiquitous and costly in society. As organizations and governments move their
processes and forms online, detecting possible deception in those processes and forms is ever
more important. This paper proposes a low cost and highly scalable method for detecting
possible deception in online forms based on how people interact with online forms via a

computer mouse. Capturing mouse movements does not require any special hardware on users’
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computers; movements can be collected in a web browser using common and freely available
JavaScript libraries such as JQuery. Hence, this research provides theoretically sound and
validated cues of fraud that can increase organizations’ ability to identify possible fraud in online
forms without substantial investment. Arguably, it is impossible to detect fraudulent behavior
with complete accuracy, still, organizations could analyze mouse movements that can be used to
derive a confidence score and flag suspicious behavior for further auditing. Given that auditing is
costly, our procedure makes this process more efficient by allowing companies to focus their
scarce resources on those cases that are most likely to be fraudulent. This may result in
tremendous savings to organizations, customers, and society in general.
Limitations and Future Research

Like any research, our results come with some limitations. First, our results are limited to
a sample population that uses a computer mouse. Given that other input devices have become
popular—such as touchscreens and in-air sensors—further research is needed to detect fraud
with those devices. Nevertheless, given the strong relationship between cognitive processing and
hand movements in the extent literature (Freeman et al., 2011b), our results likely apply to these
other devices; our tracking technology ultimately captures the location of any pointing device on
the screen (which may include a cursor but also a finger). Further, some of these devices capture
even more sophisticated information than does the computer mouse, information that can be used
to possibly increase detection accuracy. For example, a touchscreen can capture the diameter of
the finger and thereby infer pressure, and in-air sensors capture the z-dimension in addition to the
x- and y- dimensions. Future research should explore how human states influence these and other

forms of inputs.
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Second, besides showing how fraud influences mouse movements, we explored how
mouse movements could be used to predict deception. Yet in predicting deception, we relied on
only two measures, deviation and speed. Future research should use additional data features to
possibly improve prediction accuracy (see Hibbeln et al., 2017); in other words, which other
measures—such as acceleration, deceleration, or other movement characteristics—could be
related to increased cognitive load or conflicting cognitions?

Third, future research should extend our results to a broader set of contexts and
populations. As we sought to test our theoretical explanations, we used two very different studies
to test the effect of fraud on mouse movements. Still, we recommend future research to broaden
the set of context, so as to further extend the external validity (Dennis and Valacich 2001).
Clearly, fraud exists in contexts beyond playing a payout game or submitting insurance claims.
Consistent with our theory, we suspect that the results would be amplified when the probability
of being caught or punishment severity is increased, as people will be more likely to double
check, reconsider, hesitate, or even question their actions.

Conclusion

In this paper, we explored how being deceptive (i.e., fraudulent) in online forms
influences mousing behavior. Based on deception theory that connects cognition and hand
movements, we posited that being deceptive has physiological and psychological side effects.
Those effects can be measured through a computer mouse. Namely, being deceptive results in a
user’s mouse cursor to not only deviate from its optimal path but also reduce its speed. We tested
these hypotheses using two studies. The results of both studies support our hypotheses and

suggest that people’s mouse movements tend to differ when committing fraud. Our findings have
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implications for creating algorithms that detect deception in online forms—as a mass-deployable,
cost-effective method for identifying fraud.
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Appendix A: Study instructions

Study 1: Instructions flexible dot task

Your task:

* You will see a box with multiple red dots in it (see example below).

« You will only see the dots for about 1 second, and once they disappear your task is to
indicate whether there were more dots on the right side of the square or on the left side
of the square by clicking on the left or right button (note that sometimes a dot will be on
the line between the two parts).

e Intotal, we present you 30 trials. 10 practice trials and 20 real trials to earn money.
e This study is expected to take approximately 10 minutes to complete.
e Your participation is completely voluntary and you may quit the study at any time.

Payment:
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e To motivate your efforts, we will pay you based on the buttons you click (not based on
whether you are correct or not)!

e Because most people can more easily estimate the number of dots on the left side, we
will pay you 0.5 pence for each trial that you answer as having more dots on the left
side, and 5 pence for each trial that you answer as having more dots on the right side
(see illustration).

Figure Al. Flexible dot study instructions sheet

Study 2: Instruction insurance task

Situation:

* You have an initial wealth of 2,000 coins.

e For your vehicle, you purchased an insurance policy with a deductible of 600 coins.
In other words, if the damage to your car was 1,000 coins, you would be responsible for
paying the first 600 coins, and the insurance company would pay the remaining 400
coins.

e Imagine that recently, you had an accident when backing up into a small parking spot,
and damaged the rear end of your car.

* Now, you have to file an insurance claim on the insurance company’s website.
Example:

» Before the accident, you have an initial wealth of 2,000 coins.

e The repair of the damage to your vehicle costs 1,000 coins; thus, your wealth is reduced
to 1,000 coins.

e Assume you file a claim of 1,300 coins. Given your deductible of 600 coins, the
insurance would pay you 700 coins (1,300 coins — 600 coins).

« Your final wealth after receiving payment from the insurance company would be 1,700
coins.

Your task:

« You will be presented with 5 different scenarios, for which you will have to file insurance
claims. In each scenario, the damage to your vehicle is different.

o0 In each scenario, you have an initial wealth of 2,000 coins. The higher your
claim, the higher the payment from the insurance company. In other words, your
final wealth depends on the amount you claim from the insurance company.
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o0 Group 1: The insurance company screens 10 % of all insurance claims. When
the insurance company detects cheating by the insured, this leads to a punishment
of 400 coins.

o0 Group 2: The insurance company screens 50 % of all insurance claims. When
the insurance company detects cheating by the insured, this leads to a punishment
of 2,000 coins.

Please note:

» Please make sure that you understand the instructions provided. All answers provided in
this study are strictly anonymous.

Figure A2. Insurance study instructions sheet
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