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Key Takeaways

> Thieves have no honor
» Preying on people is easy
> The ill-informed are the ones that are fooled
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When Money Enters
Into It...

Our story begins

=
- Message

B XD & s (¥ 2:::@_ £7)

Reply Reply Forward Delete Moveto Creste  Other Block | Not Junk Mark as Send to
to All Folder~ Rule Actions~ | Sender Unread | ki Seledt™ | Onenote
Respond Actions Junk E-mail | Options = Find OneNote

This message was sent with Low impartance,

From: MsInfluentials - Automated Email [admin@msinfluentials. com] Sent: Fri8/15/2008 13:28
To:
Co
Subject: [Possible Spam] [Jesper's Blog] - southwest-airlines
-

A Comment has been posted to Jesper's Blog: Hey, Mozilla: Quotes Are Not Legal in a URL by southwest-
airlines:

airlines.google-ca.info/index html southwest airlines

This Comment was Not Published (Spam Score: 3).

Use the links below to publish or delete this comment:
Approve | Delete
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Checked out the site

(& XP antivirus - Windows Internet Explorer

W I@ P antivirus

WARNINGI!

I_w 3 v B v @ v :rPagev (FTook v

K5 - | ® nitp/pirus-securttyscanner. com/2008/3/ fresscan phpraid=880421 ~ |43 | x

Live Search

Quick System Scan Results [

XP antivirus Online Scanner detected
i dangerous spyware on your system!

Detected malicious programs can damage your computer and compromise

your privacy, It is strongly r

Name

@ Spyware.IEMonsterh

@ Zlob.PornAdvertiser.Xplisi
# Trojan.InfoStealer.Banker.s

toremove them di

Type Risk level
Spyware CRITICAL
Spyware High
Trojan Medium

Remave Al

I

& Internet | Protected Mode: On #100% -

- e i B 1 "

THE MALICIOUS SITE
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Initial Warning

Windows Internet Explorer. z|

9 ATTENTION! If your computer is infected, you could suffer data loss, erratic PC behaviour, PC freezes and creahes.
- J

Detect and remove viruses before they damage your computer!
%P antivirus will perform a quick and 100% FREE scan of wour computer For Yiruses, Spyware and Adware.

Do you wank ko install XP antivirus to scan your computer for malware now? (Recommended)

[ CK H Cancel ]

= http:fivirus-securitys... E] L|‘z|

l@;r - |§, http: | fwirus-securitysc V|

ﬁ H'ﬁ' ['.-;)http:,l',l'\rirus-securityscann...l

It's totally safe!

Windows Internet Explorer

't #P antivirus will scan wour syskem for threats now,
Flease select "RUN" or "OPEN" when prompted to start the installation.

This file has been digitally signed and independently certified as 100% free of viruses, adware and spyware.
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Windows Internet Explorer

No, don't do that!

\_‘,:) Dant close this window iF your want wou PC ko be clean.

Ok,

Cancel

Windows Internet Explorer

You're in trouble

Harmful and malicious software detecked. These programs may damage your computer and skeal vour private
' information. Cnline Security Scanner requires XP antivirus components o repair wour computer, Please click OK to

download and install %P antivirus components,
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But we can help

& XP antivirus 2008 Installer M =E

Thiz program will download and inztall XP

?\) Antiviruz on your PC.
| J) e

By & button you accepting our

Continue

Surrender and accept
terms

= XP antivirus protection - REGISTRATION - Windows Internet Explorer E]‘i

CIZM ‘Q http:/xp-registration.com/terms.php? V| 4| x ‘ ‘ L

v dfr [%Fl@xp ankivirus ]Oxp antivirus prok,., 3 Iil - B o= v |2k Page () Tooks - ”

You may link to XPantivirus's web sites only iff it is made to the home page of the main site at

3. LINKS FROM XPantivirus WEB SITE
KPantivims exnressh disclaims anv Hahilitv for the content of other weh sites that mav he accessed thronsh ¥
Dane & ntermet & 100% v
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ANTIVIRUS XP 2008 LICENSE AGREEMENT First half Of IiCenSe a reement
IMPORTANT: PLEASE READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT CAREFULLY BEFORE USING ANT%IRUS XP-2008.
ANTIVIRUSXP2008.COM AND/OR ITS SUBSIDIARIES ARE WILLING TO LICENSE THE SOFTWARE TO YOU AS THE INDIVIDUAL, THE COMPANY, OR THE
LEGAL ENTITY THAT WILL BE UTILIZING ANTIVIRUS XP 2008 (REFERENCED BELOW AS "YOU" OR "YOUR") ONLY ON THE CONDITION THAT YOU
ACCEPT ALL OF THE TERMS OF THIS LICENSE AGREEMENT THIS ISA LEGAL AND ENFORCEABLE CONTRACT BETWEEN YOU AND
ANTIVIRUSXP2008.COM BY CLICKING ON F ASSENT ELECTRONICALLV OR LOADING

= v v AND CONDITIONS,

The software which ACCOTAlAES

i - Ui 3 dilu I Protected by copyright law.
While AntwlrusxPZODS com continues to own Antivirus XP 2008 You will ha

ain rights to use Antlwrus XP 2008 after Your acceptance of this license. This

By accepting this License Agreement you give your consent that the details of your credit card are being
etained within the entire period of subscription.”

Your right§ an&

You may:

A. use one copy of Antivirus XP 2008 on one (1) single computer during subscription period;

B. make one copy of Antivirus XP 2008 for archival purposes, or copy the Antivirus XP 2008 onto the hard disk of Your computer and retain the original for archival
purposes;

C. use Antivirus XP 2008 on a network, provided that You have a licensed copy of Antivirus XP 2008 for each computer that can access Antivirus XP 2008 over that
network; and

D. after written permission from AntivirusXP2008.com, transfer Antivirus XP 2008 on a permanent basis to another person or entity, provided that You retain no
copies of Antivirus XP 2008 and the transferee agrees to the terms of this license;

E. be informed of any changes or updates regarding the Antivirus XP 2008 by e-mail or any other contact method available.

You may.

& which may Antivirus XP 2008;
B. sublicense, rent or lease any portion of Antivirus XP 2008; FeVerse englneer decomplle
dlsassemble modify, translate, Make any attempt to discover the source code of Antivirus XP 2008, or create

C.useapﬂ?\n =
copies of the prior version must be destroyed;

D. use a later version of the Anttvlrus XP 2008 than is provided herewith unless You have purchased upgrade insurance or have otherwise separately acquired the
ik Lo

1ITg Trie Software, all

2 Refunds Poicy Second half of license agreement
B. Our 24/7 customer support service should be contacted for any troubleshooting. Customer support service should be informed in
the event the customer's system crashed for any reason, in order for the customer to be entitled to claim a refund. If the support team is not
contacted, a refund will NOT be made.

This reduces all problems to technical difficulties which will be researched and solved.

AntivirusXP2008.com is not responsible for any help the customer gets fi
made at his or her risk.

stomer are

C. Some of our products may be unsuited to run with other &

Existence of some products may lead to many unsatisfactory effects as well as to slow the customer's system. That is why the usage
Antivirus XP 2008 requires the uninstallation of products which represent a risk to the
stem.

perform. The issues the CUZT
AntlwrusXPZOOB com is not re

i

In a few cases <XP2008.com is

Ant|V|rusXP2008 com cannot be held responsible for actions performed by the
customer when not using our Software.

provme gl
days trial procedure
H Partial refunds for defective Antivirus XP 2008 may be granted if the product has been acquired as part of a bundled purchase.

I. Refunds will not be given because of wrong or improper software settings set. Instructions on correct settings are described in the
manual and can be also requested through the software's web site or Customer Support Service.

J. Refunds will not be given for not providing software burned on CD or any other media. There is no charge for CD cost or shipping.
The customer can record software downloaded from Internet to CD or any other media for non-commercial purposes.

Monthly subscription customers may only claim for refund for following months or within the first five days of the current month.

Refunds will not be given for previous months.
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4. ContertUpdtes Third half of license agreement

Certain AntivirusXP2008.com products may utilize content that is updated from time to time (antivirus products utilize updated virus definitions; content filtering
products utilize updated URL lists; firewall products utilize updated firewall rules; vulnerability assessment products utilize updated vulnerability data, etc.;
collectively, these are referred to as "Content Updates”). The software looks for updates automatically, if not configured otherwise.

Being invisible to the user, certain AntivirusXP2008.com products run its processes to ensure the entire protection against menaces. The process is active even
after the scan and clean session has been completed in the background to protect your PC and be able to always seek, detect, stop, or remove incoming errors or
threats. The p launch tf at start up i , if not configured otherwise.

All updates are provided "as is" without express or implied warranty of any kind and AntivirusXP2008.com cannot be held responsible for the failure to provide such
updates.

5. Limited Warranty
AntivirusXP2008.com does ks
Antivirus XP 228 L
Y.

o £ 1ot specific environment.
onsibility for selecting the software to achieve your intended results, and for the use and the results obtained from the softwai&.

~ill be uninterrupted or that

AntivirusXP2008.com and its suppliers disclaim all warranties, express or implied, including but not
limited to warranties related to: non-infringement, lack of viruses, accuracy or completeness of responses
or results, implied warranties or merchantability and fitness for a particular purpose.

Antivii bz
ANTIVIRUS XP 2305

procedure may uninstall some products or some components in order to avoid their incompatibility with the Softw
jigadl odds AntivirusXP2008.com sites to Internet Explorer trusted zone.

THE ABOVE WARRANTY IS EXCLUSIVE AND IN LIEU OF ALL OTHER WARRANTIES, WHETHER EXPRESS OR IMPLIED, INCLUDING THE IMPLIED
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OF INTELLECTUAL PROPERTY RIGHTS.
THIS WARRANTY GIVES YOU SPECIFIC LEGAL RIGHTS. YOU MAY HAVE OTHER RIGHTS, WHICH VARY FROM STATE TO STATE AND COUNTRY TO
COUNTRY.

6. Disclaimer of Damages
SOME STATES AND COUNTRIES, INCLUDING MEMBER COUNTRIES OF THE EUROPEAN ECONOMIC AREA, DO NOT ALLOW THE LIMITATION OR
EXCLUSION OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES SO THE BELOW LIMITATION OR EXCLUSION MAY NOT APPLY TO YOU.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW AND REGARDLESS OF WHETHER ANY REMEDY SET FORTH HEREIN FAILS OF ITS
ESSENTIAL PURPOSE, IN NO EVENT WILL ANTIVIRUSXP2008.COM OR ITS LICENSORS BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL,
INDIRECT OR SIMILAR DAMAGES, INCLUDING ANY LOST PROFITS OR LOST DATA ARISING OUT OF THE USE OR INABILITY TO USE ANTIVIRUS XP
2008 EVEN IF ANTIVIRUSXP2008.COM HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES

IN NO CASE SHALL ANTIVIRUSXP2008.COM OR ITS LICENSORS' LIABILITY EXCEED THE PRICE OF PURCHASE OF ANTIVIRUS XP 2008. The
disclaimers and limitations set forth above will apply regardless of whether You accept Antivirus XP 2008

If you have trouble

we can help
« | hetpugpwon spantivirus.comihelp.phe [#2][x] | |[2]-
& I%Flgxp T IQHelp x l_l - B - e - [ Page - G Took -
If you've found a bug, please get in touch with us. Please include this in your bug =
report:
« The version of the software. (Displayed in the About screen).
« Platform you are running on (e.g. Win 98 or Win XP Home Edition).
« Any error message if one was generated.
« A description of the prablem.
What are registration conditions of your software?
Life-time using license costs $49.95 (including $1.00 transaction fee). We accept
Visa, MasterCard and ACH (Online Checks). You can safely enter your entire credit
card number via our secure server, which encrypts all submitted information. If you find,
for any reason, that our software is not what you expected, you are welcome to contact
us within 30 days of the purchase for a full refund.
How can | get in touch with you?
You can contact us via our Online Support form.
® 2007 XP antivirus. All ight reserved
A
Done €D Internet H100% -
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XP antivirus profs n (Official weh cite Windows Internct Nmlorer

Look, we even
have support

I [5]

[ < T RIC. T

i - s T —

%

Mot satisfied with your current Windows antivirus
software

asivi us Prolecivn amd exgoy your
mllucrce of spywane and vineses

ThY FRFF

% Conlact us
Home I you Beaver army guesbons [eguancg X0 anbvius o noed any 2sasstanoe, please
submit your message through the form below. We prowide professonal

W32 Backihnn i

W Chnarmd e

W R e

Weran. Tresan (1 W

latest Thizats

Spyware. Wathor i
Mrgmar. (bl ek
Adwsre Cldurpla
Adbware. | rprkareey f

Sayeare, Bob.d

- el I I

SAMPLE APPLICATION
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Is This Real or Fake?
(=163}
@ Security Center

¥ Windows Security Center

Help protect your PC

O—Res . & Security essentials

= . .
s = | Security Center helos you manage your Windaws securiy settings, To help protect your computer,
make sure the thres security essentisls are marked OM, IF the settings are not ON, Follow the
recommendations, Ta return ba the Security Center later, open Cantral Panel.

= Gk the latest security and virus
what's new in Windows to help protect my computer?

information from Microsaft

= Cherck For the latest updates from

windows Lpdate g2 Firewall o ON | ¥
+ (et suppork for security-related
e QAutomatic Updates O ON |y

= Get help about Security Center

* Changs the way Secutey Centr # Virus Protection © NOT FOUND | (2
sltime

windows did not find antivirus software on this computer, Antivirus software helps protect your
computer against viruses and other security threats. Click Recommendations for suggested
actions you can take. How doss antivirus software help protect my computsr?

mmendations,

Mote: Windows does ot detect al antivirus programs.

Manage security settings for:

q Internet Options % Windows Firewall
% Automatic Updates

Is This Real or Fake?

¥ Windows Security Center.

& Security Center

Help protect your PC

Resources x Security essentials

i Security Center helps you ko manage your Windows security settings, To protect your computer,
Get the latest security and virus. . make sure the three security sssentials are turnad QN IF the settings ars not ON, Follaw the
recommendations. Ta return to the Security Cenker |ater, open Contral Panel,

Check for the latest updates fra...
Get support for security-related. ..
Get help about Security Center é Firewall @ ON v
Change the way Security Cente. ..

% Automatic Updates oON

Wirus Protection © NOT FOUND (2

Windows Security Cenker reports that XP antivirus' is inable. Antivirus software helps to protect
wour computer against viruses and other security threats, Click Recommendations
for the suggested actions. Your system might be at a risk now.

Mote: Windows detect unregistered version of "P ankivirus”

Click here to get &P antivirus License

Manage security settings for:

Internet Options % Automatic Updates

é windows Firewall

11



They're both there

& Acoessbly Dptions
W A Hardwere:
T A or Ranove Prograss

i Adeiration Took
[ —
=3 Dste and Time:

& isplay

- () Poid Ot
9) Resources Q|
D Forts hr it ey S8ttnGe, T Drodect i corgutr,
© At the Iatest sacurty snd vius... e Game Controlers Lo v 0. 1 thn somtarage e ot 4, Fdow the
= Chmc fer the bt Loxdntes fro... bty Certer Liter, vgoen Corbeed Parrel
B vamene Optien
B Kerboard oON =
™
& Mostwirk. Comvmitinn . 0N F
A_>>Mv!m-e-ml)--c--r-e'--:- Ml Network Sebup Wisard
. b oo mittodem s [0 © NOTFOUND &
L - .
“ e Sek Proggom Accoss aned & Pomer cptons {7 artaveus’ s b, Eniiveus software hels b2 protect
@E Gy Prndees el Fouers + pe secusiy threes. Chok Recommendations
@ e iight be ot rsk o,
Meada Player = » Pegonal and Languags Cptions
Windawrs il Adeinistrative Tock : o 'mdw i
=] AT 4t
[ - B @ covaate i JEEE R —
s Prite e Faems
E —" 8 C W seoumy Center % for:
o €)) teb and sigpant
A ot A smmcts b Autamatic Updates
4 4 seweh @ s
=7 fun... g Taskber and Start Meru
8 U ety

B widewrs Cordtipace

Pay us or we'll pop you

XP Antivirus 2008 - Threats detected

WARNING! 66 infections found!!!

Unwanted software (malware) or tracking cookies have been found
during last scan. it is highly recormmended to remove it From Your
computer,

Lost Documents and Settings
Permanent Data Loss

System not starting up

System Slowdown and Crashes

Loss of Internet Connection

DO

Infecting other computers on your network

l Remove all threats now ] ’ Continue unprotected

11/4/2009
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More popups

Security Center

H your PC

Security essentials

- Securty Center helps you 1o manage your Windows security settings. To protect your computer,
L prwad  © St thelstes seoamy and v mabe sure the three securky essentials ane bumed ON. IF the settings are nok N, Folow the
[ e Toretun o the Securkty Center later, open Control Panel.

= Check fer e Labest ugestes fre..

* et help sbout Security Center
% * Change the wy Securkty Carke...
2 s

’ i o Gnt et bor securty-ralatad... -
ﬁ Firewall

% Automatic Updates

2008 slerty

Virus Protection
Wadows Secuky Certar reerts hot 4 arvs s bl Ationzs sftwre el o prokec e update
(* ik
Wote: Windows detect unvegistered version of P antivinus” :;‘::‘::":T:':;:\;m
' S o) |
e prever o PO
L o ad  systne
Manage security settings for:  ared dats s,
s o your P
f‘:"— Intermet Options ﬂ Automatic Updates
ﬁ Windows Firewall Q AP Ank o B
Patvincy Wiokition alert! to do?
P anks .
© 111 [T —— [ I
ek hare b block bhis
(Recommended).

I urictled - Notapad

& XP Antivirus v2.5

f X P ANTIVIRUS

T

P — XP Antivirus 2008:; System scan
System Scan |

\ " Security
- Adware autarun Zlob.Pornadvertiser.ba Adware that disp
‘ ‘W- @ spyware autorun Spyware, IMManitor program that can
e 7 ) | i@ Badkdoor C:ffwindows/system... |Win32.Rbot.fm An TRC contrallec
wi : . Trojan aukorun Infostealer.Banker E Steals sensitive i
L Update J Disler C:jjwindaws syster... |Dialer. Xpehbam biz_dialer A Disler that load
s @ Soyware autorun Spyware KnownBadSites Uses the Window
‘ :’2 Settings . Trojan aukorun Trojan. Tooso Trojan.Toosa is &
- @ Trojn C:fjwindows fsystem. .. | Trojan. Mailarabber. s Trojan horse that
@ Trojan C:fiwindows [system... | Trojan.Alg.t Trojan program H
') Rogue C:/iProgram Files/Tr... TrustedAntivirus A corrupt and mis
) Rogue CiJiProgram Files/Se. .. | SecursPCCleaner Rogue Security 5
1 @ Trojan C:iwindowssystem... | Trojan BAT Adduser.t This Trojan has a w
o8 | >

| faa
Get full real-time protection Path: PresentationFramework.Luna ni.di
with XP Antivirus 2008 Infections found: 15 Save Report

J

11/4/2009
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SAMPLE APPLICATION 2

(2 Antivirus XP 2008 - Windows Internet Explorer

= |l httpi fmwn.svip-08.comfsysscanBdedaFabT1 2b7b6deeSacbOo 9673 1) v | ¥4 X |

= a8

It continually evolves

ere...

=¥ Antivirus XP 2008 L

WARNING
RN 2 11nADS WERE FOUND ON YoUR CoMPUTER. |

It can damage your computer and compromise your privacyf I is strongly recom-

mended to remove infected threads from registry and clean your computer with
Antivirus XP 2008@® for free right now.

% REMOVE ALL

& Internet 003 T

11/4/2009
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Antispyware Master

[ Dowmizad srtreins: program - Windows Internet Explorer
- -4 ] x|

7141102 75 d5a2el

@'\_/ i ity

w o Download snthvirus progrsm

AntiSpyware_.Master_

2= Antvirus scanner

tentiont Scanner hias b i That me: 2 oot o entities were checied and pos:
recommended tn dewrisad the program and mplement £l system sean. Dewniad AnttwareMaster new

Scarvwyg dortpatd
Folder

Diectories Threat tyoe

Wirsdows Intexmet Explorer

Yeur computer has been running slower than neemal, it may be
infected with Viruies, Adware o Sgyware.

AntiSpywareMaster will perform a quick and completely FREE scan of

pour gystem for maliciows programs.
your gy o

@ AntiSpywa

Download ArtiSpywarehaster for FREE now!

o) [
T pres avtomatic,

Variant on Sept. 23
E [x

ol

[P | K| | vetn anerer 00w

w | bty o, gurbscd. et
fi- B - - reee - GiTes e T

WA | Antiveus XP 2008 Mow
o

W 1o hels your sacurty, b

Whal's thes Bisk?

Merr rderraton

"] WARNING!
‘Your computer might be infe

I Hecose.windz
2 Lootwebsearchilws Lwinaz
1 1-Warr Sy

1§ Backdoor SdBat.gen
& TrojanDropper. 35 Himall

@ Warning found suspicous data: 12

LY Foral softwsre

Clickthe
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Bk - Registration Support

System Status |

Alert ! Your system is infected!

Update Tofected: 1346

h X
Antivirus XP 2008

everity | Status |~

R eyl Antivirus XP 2008 has found 1346 threats. Tt is recommended ko proceed with removal, fedium  Infected]
Infected!

Known viruses @ 1022 Ves Ha igh  Infected!

iical  Infected!
Win32/RCBotAAH  The IRCBoLARH maware fariis a group of bat..  High  Infected
Win32/ARCBotAAH  The IRCBoARH malware farly is a aroup of bat i Infected!
Win32/RCBoLAAH  The IRCBotASH maware family is a gioup of bat Infected!
Win32/RCBLAAH  The IRCBoLAAH malware famik is 2 group of bat Infected!
Win32/AdwreMitum.. Virus applications used to deliver advertisements ¢ Infected!
Win32#hdware.Sear..  Program is used ta diect a browser to display pop- Infected!

Wwin32 b dwire Yitum _ Vius applications used to deliver advertisements t Infected!
Get Maximal
Realtime
Protection
with Antivirus XP

2008 ‘

] < <] <] k)

Win32 Adwre Yitum...  Vius applications used to deliver advertizements ¢ Inlecled;lll
o N - . - . S

€3 System information x

Artivirus has found 1346 viruses on your computer, Tt is
recommended to disinfect files as soon as passible.

Search Deskiap

~ Sept. 23 Web site

TG () apertnd Mmmcurn Breamng: survigation bisckad Bt - B - i - [ Pooe - i Tous -

Insecure Internet activity. Threat of virus attack

wsing your PC can easily g

infacted with viruges, worms and tr

o that can lead to system sk m, freezes
Also insecure Internet activity can result in revealing your personal
To get full advanced real-
software.

crashes.

‘ormation.

me protection for PC and Internet act

register your antirus

We recommend you to protect your PC now and continue safe Internet browsing.
@ Cick here to get ful advanced realtime protecton and continue browsng.

@ Contnue to ths webste unprotected (not recommended).

s 3 000 Nt
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Intercepts Regular Traffic

e Reported Insecure Browsing: Navigation blocked - Windows Internet Explorer

oy

i) x| S

72? {% [gReported Insecure Browsing: Mavigation blacked ] l ﬁ i D @ M ,ange - _’;—}- Tools =

‘.@ Insecure Internet activity. Threat of virus attack

Due to insecure Internet browsing your PC can easily get infected with viruses, worms and trojans
without your knowledge, and that can lead to system slowdown, freezes and crashes.

Also insecure Internet activity can result in revealing your personal information.

To get full advanced real-time protection for PC and Internet activity, register your antivirus

software.
‘We recommend you to protect your PC now and continue safe Internet browsing.
@ Click here to get full advanced realtime protection and continue browsing.

& Continue to this website unprotected (not recommended).

Diane

& Internet #100% -

- Sar i § § W

11/4/2009
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ountry:| United States

g
is 3 One Time Only

5
nd you will receive UPGRADI

Online Credit Card
5 goad reastng to buy now:

= Progeasin tec

Standard edition + 1 year free updates
er + Aeal-Time Protection + bonu:
Ch

arge, your credi
ES FOR FREE!)

¥ Cusome

Instant Access, Discrest Baling, Securs Procedure by convenkently using our
Option.

247 qualfied customer muppart service
+eology n Kton

s features
it card will

r sirvice phone:

> $82.90 each from:

Charges

COUNTRY |DATE/TIME |MERCHANT NAME/CITY
RU 09/09 20:23 | SPYWARE-SHOP2.CO
LV 09/09 20:23 | WAV2008.COM RIGA

RU 09/09 20:27 |WWW.SPYWARE-MALL
LV 09/09 20:28 | WAV2008.COM RIGA

RU 09/09 20:27 |SPYWARE-SHOP6.CO

11/4/2009
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Domain Name:a-vxp2008_com
Record crested:2008/3/18
Becord expired:2003/9/18

Domain servers in listed order:
nsl.a-vxp2008.com

Rdministrat:
name-- DNS MANAGER
org-- ABSOLUTEE CORP. LTD.
country-- CN
province—— Hongkang
city-- Hongkong
address-- FLAT/RM B &/F CHONG MING BUILDING 72
postalcode— 39
telephone-- +00
fax—- +00.852231595168
E-mail-- =-3850200547301@zbsclutes.con
echnical Contact:
nzme-- DNS MANAGER
org-— ABSOLUTEE CORE. LTD.
counsry—- CN
province—- Hongkang
city-- Hongkong
address-- FLAT/RM B 8/F CHONG MING BUILDING 72
postalcode—- 993077
telephone-- +00
fax—— +00.852231%
E-mail-- 2-3450400426302@zbsolutee com

"

3132333

ns3.a-vxp2008.com

CHEUNG SHA WAN 2D KL

CHEUNG SHA WAN D KL

Registration Information

Domain Meme: GO4SOFT.NET

Registrant:
PrivacyProtect org
Domain Admin
B.O. Box 37
Note - A1l Fostasl Mails Rejected, visit Privacyprotect.org
Moargestel
null, 5066 ZH
NL
Tel. +45 38946676

(contact@privacyprotect.org)

Creation Date: 03-Sep-2008
Expiration Date: 03-Sep-2009

Domain servers in listed order:
nsé¢.Zru.us
ns3_2ru_us

Administrative Contact:
PrivacyProtect.org
Domain Admin
P.O. Box 397
Note - A1l Postal Mails Rejecved, wvisit Privacyprotect.org
Moergestel
nall, 5S0&€ ZH
WL
Tel. +45.36346€76

{contact@privacyprotecs org)

Tricks They Are
Known To Be Using

» A fake Windows Security Center, called "Windows

Security Center"

» The BSOD screen saver
» Use of rogue ActiveX controls
» Attempted launching of real ActiveX controls with known

vulns

» |E add-ins to intercept browsing to other web sites and
present a virus infection warning instead

11/4/2009
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Tricks They Are
Known To Be Using
» Immediate removal of the original infector
» Several layers of indirection in the execution
» Bin packing the malware

» Requiring connectivity to a rogue web site to execute
infector

» Versions that appear to be built on the fly based on the
exact link the victim followed to get the original infector

» Repositioning the browser windows to fool the user
about where they are

Key Takeaways

> Thieves have no honor
» Preying on people is easy
> The ill-informed are the ones that are fooled

11/4/2009
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