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Hi, my name is Susan...

> IT industry worker for over 25 years
> ITIL v2 Manager Certified

> itSMF Minnesota Local Interest Group
President

> IT Service Manager at Blue Cross Blue
Shield of Minnesota
« Service Desk, Incident Management
« Change, Configuration, Release Management
« Request Management

My trusty assistant, Melissa...

> Melissa Howard will be representing the
Web cast participants

> Hoping to make this very conversational,
so please ask questions as we go along!
I'll let you know if we're going to hit that
topic later or if the answer is bigger than a
breadbox and needs to be parked for the
end or off line.

Why IT Service Management?

> Value Proposition
« Strategy
« Service management practices
« Continual improvement

> Trusted partnership!
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ITIL 101 — Briefly!

> Information Technology Infrastructure oy . processes are
Library e still there
« British Government & IBM Collaboration = : ’ E:g:nfgzcess
> Version 2 — Focus on Process = important at a

; : point in
> Version 3 — Focus on Lifecycle -t

development

ITIL Version 2

]

> Service | w?ﬁ'll' ==l @-l

Support =
> Service =
Delivery - #
> And
more!

ITIL Version 3 ITIL Training and Certification

> Lifecycle of a Service
« Strategy
« Design

« Transition
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[TILv3 Foundation for Service Management




If you don’t know where you are going,
how will you know when you arrive?

> Maturity Assessment
» Series of questions for each process
«» Ordered to allow for assessment of maturity
« Ifin doubt, just say no!

> Roadmap
« Process plans on a timeline
» Dependencies on other processes identified
» Maturity levels identified

Change Management Results

> Assessment
shows where
work still
needs to be
done

> Some
processes
may have
dependencies
on other
processes in
order to
mature

e [T T T 11171 |

- -------i....

Gty Cantrel

eTvice SUppoIt Self Assessment: Change Management

> Any “No”
answers
need to be
built into the
process

Level 15: Management Intent

within the organization?

g of changes?

roadmap

Leuel 2: Pracess Capabilty

assigned?

ways adhared to?

g 3nd schoduling chnges?

ared sdsquatsly by Changs Msnagement?.

FES e @

by Change

=

s
4. hre adkquate chinge mamagment reparts produced?

= Lewel 1 Prerequisite
= Lowel 2 Process Capability
= Lewed 2.5 Internal integration

> Roadmap color-coded
by maturity level

requirements

Ll 3 Praducts
= Lt 3.8 uaslity Contsul

= Lovel 4 iwnagement information
“ Lewel 4.5 Emornal Integraion
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o0s £ 2009 Service Desk/ Incident Managemert R oadmap

2 ke Desk

Project Foundation

> Process Strategy/Goals
> Benefits to Business and IT
> Policy

> Governance

> Design Team

> Project Manager

> ITIL Expertise — Internal or External
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Strategy/Goals Governance

> Strategic — Roadmap > ITSM Steering Committee
o Year1 > ITSM Process Owners
- Year2 > Change Advisory Board
* Year3 » Configuration Advisory Board

» Temiiel = G L e i > New item intake prioritization
« Short-term

o Medium-term
« Long-term

Benefits

> Ensures the process is being designed and v Vam - Identify
developed to create measurable service 2 A stakeholders
quality improvements at the

> Benefits can be to the business, IT or both beginni f
> Examples: eginning o

« Reduced status check calls (IT) ; = each project
» Reduces duplication of effort (IT) 7 = 0

« Increased end user satisfaction (Business)

« Improved prioritization (IT/Business)

« Productivity gain through high system availability
(Business)

« Extended Mean Time Between Failures (IT)

Design Team

Mession Statement

> Allows for clear > Representatives from across the
E— communication of organization

Adbwrence to TTSM Owerall Policy

Vals of Configuration Pnagemert expectations

¢ ation Hansger . « Application Development
e et > Enables compliance

- « Infrastructure

Configuration Managemsrd Process Confeamance enforcement )

ety | m— « Service Management

Taining r

Enoecement ; ; Business — Voice of the Customer
I 0)% senior leadership °

bodikaticn and Varlance and pubhshed

Complisrce

Corfiquration Review Board (CRE)

Relationship with Asset and Invenbory Management
4 Relationship with CMMI/SDLC and SCM.

Relationship with Compliance and Risk
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Project Manager Roles and Responsibilities

- Create and maintain project schedle

- Provice stats reporing
e e
> Facilitate pI’OjeCt Update meetings Resource Manager Accepts and assigns tasks for their team

> Keeplasies og and adon

> Prepare for and facilitate control board Approver

Responsible to protect system availability for the
business
Change Coordinator Reviews RFCs for completeness and policy compliance

meetings

Leave it to the experts... Logical Flow

Outputs
Inputs Completed service
Service catalog requests
N - - . Service Requests ‘Communication
> Improves quality of project deliverables coss Requei o Change
Approvals Service Request
Service Desk Calls Reporting
\'s

> Wireframe best practices to reduce time T Activities

template(s) Origination
An event

> Always a solution in back pocket iiion Eotimen

dependencies Closure
> Intense focus — no distractions of every
Providers Receivers
day Work IT Financial Management IT Customers and

Portfolio Management users
Configuration IT Departments
Management

Critical Success Factors
Clearly defined request categories
Strictly defined SLAS/OLAS for each category
Self Service or automated entry of requests.
Automated escalation of overdue request
Automated Communication/tracking
Links to other processes

meutT

:\;uﬂu;u:ed change to 2 cnfiguration item > Log |Ca| ﬂOW

X provides high

> Roles and Responsibilities level

Project Deliverables

> Logical Flow

> Physical Flow

> ARCI and Work Instructions
> Functional Requirements

> Test Cases

> KPIs/Metrics and Reports

> Audit Involvement

Create and Review RFC

PR ——" understanding

#pprove and Schedule Changs

Comtidon hange et of activities

Prapare, Distributa snd Implement Change

i and G crarge associated with
Post Implementation Review the process

x

outeuT

A change {2 3 configuration item in scope
that s implemented and in normal use

& plarned changs that i withdrawn

& problem that is defined for resohion
arising from charigs implementation

Recommendations for improwed practices
fior chenge plarning and managemert
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Physical Flow Functional Requirements

Requirement Description FReelated Work | Comact/ | Priority Status:
Instruction!  Owmer

nce | PolicyMoti «| = x =

Ungency Betiils hased on Enpact (Valuns = |14 2.20 9 |01~ High Developed

Low, bsdlium, High) | | |

ROLE: Based on rala, some wies should be |14 290 0C - Madium | Daveloped

sble t charge Prisiy | Sesgion |

Prianty sheuld be calculsted based on Imgact |14.2.20 Req  |01- High Developed

and Urgency (See Impactrgency matne in Session

PG 14 Speciications docurnent) 1

inpact 15 calculated based on the folowng 14220 q - High Developed

folds. Ermironmer, Typs, Criticaity of Se

and Organizational Impact (See

Impact/Urgency matrix)

Aty ta relate incidents through the Ci map 142,25 “Low Submitted

to Parent Incidents

When Priority = 1, send notification to incident |14.2.20 R ~Hiigh Developed

Manager

Add a Description feid that 1eamins static 114110 “Wiediom | On Hold

throughout the Ife of the ticket - this is where

the initial description of the issue would be

placed. - Located betweed Location and

Ci ltem

Add Resolution field that is required when 114545 “Hiediom | Gn Hold

Status = Resolved or Clossd (this should be

after Work otes)

Need an easy way 1o difierentiate between  114.2.30 Mediom | Beveloped

Work Notes and Customer Notes and eas

B anvice Raquiest Fulhim et

Test Cases

Accountability | Ownership of quality and end result of TEST CASE SPECIFICATION FORM
process Prujedt Hane: Fayn ]

Service Now ncident Management

Responsibility | Correct execution of process and Skl e

activities e Lo Mt 2705
g Data Lapestad Resuls

Changs Astagred To bg your Eluswinmiﬂﬁw'

- B e sppa b scaigoes To

Consulted Involvement through input of knowledge e St Accepien | Pogmilin o bxihereerm

and information P,

MO that inCadent By The IFcadent 10 SOp-ean s with the

RN 0N INCRdent UK eatad. The Assegred
e

. . - Change Staus 82 Work In Eastus changes 1o Wk In
Informed Receiving information about process Frogess Frogress

. . Trpe Worked on this ticket™ n Weork Notes mowe B0 Summany
execution and quality e | e o
wﬂmwr&mmi:mm

Work Instructions Measuring Process Effectiveness

i and i change process
valued by both business and IT

12320 Escalate Tirnely iow through the Averaue fime RFCs are in each status by
Ghange process Friority and Type.

c

Serace Prowvder B % of changes causing # of changes that create high-impact incidents
hS
A

Bequester intidents
Serace Level Management
Service Request System X
Service Provider Functional Manager KK
Service Request System informs Requester, Service Provider, SLi and
Service Provider Functional Manager of breached SLA/ OLA Effective communication i | The Forward Schedule of Changes (FSC)
Escalate the request to the Service Provider Functional Manager for ag users regarding the reflects real time status of changes
review/action change Stakeholder notification is effectively utilized

Service Provider fulfillment continues during and/or after escalation when appropriate
Communication goes to Requester Changes entered eaier # of chanoes by Urgency imeframe by groun

[CSF: Publication and communication of the current status of changes
through a Forward Schedule of Change

> Critical Success Factors are supported by
Key Performance Indicators and Metrics
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Audit is not the enemy... CMDB Structur

forvce irtnsedd — ~  Comimen

> Build processes with audit requirements in
mind
« Process findings
« Design findings
o COBIT minimum requirements

Configuration
Item
(cn

—
WEinstanced
EEinslance]

d Server Class

Processes Implemented

> Configuration Management
> Change Management

> Incident Management = e
> Request Management i v }

atacher by BCBS

> Functional requirements for development

Configuration Management

> Value is in increased efficiency and

effectiveness of other ITSM processes
» Relationships
» Impact assessment

Maintenance windows

Criticality tier

Causality

Collision control




Real World Relationships

| Mcrom 568 Sews
Morosod 55

S
N N\
—

e

Change Management

> Any deliberate action that alters the form,
fit, or function of Configuration Items.

> Assess and mitigate risk
> Collision control

> Change Advisory Board provides oversight
of higher priority changes

Change Process Successes

> Impact + Urgency = Priority

> Approvals dictated by Priority

> Dependencies on other teams handled
with change tasks
« Must be accepted to schedule

> Publish Forward Schedule of Changes

> Provide management with actionable
reporting

Change Priority

> Urgency
« Lead Time
« Entry Date to Proposed Start Date
> Impact
- Based on Risk to the Business
« Answers to eight questions calculates
Impact score
> Priority
« Dictates Approvals required

Urgency

Urgency is automatically calculated at the time the
change is entered into the system. Urgency is the
difference between the date the change is entered and
the proposed implementation date.

". 2 i . IT Service Management Suite

[&l Change Impact Questiannaie = Requived field

| Change number EHGH&F“
[ Extont of
impact

limpact ‘::L"ru': "% " [Part of the functionaiy wit not be avadable

| Dnration of change 1
Seiidy [¥5 10 60 minutes

L]

|Entemnal Customners

L e

it [No Outage 1o Custemer

mquind 1 -
exetute thes change [ departmant

[ Backout dificulty [Modeeate (15 1o B0 minutes)
[ Chiange can be tested [V
Por to production

I Change has katory of [V
repuatable stabilty

el e bed bel Lo
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Priority Matrix

[7.Y:]
2

[7.Y:]
2

[7.Y:] [7.Y:]
2 2

CAB/ECAB ECAB ECAB
211 1 1
> Higher priority requires increased level of
scrutiny prior to approval

Approvals

ECABR On dermand

Wirtual I Electronic ! In persan f Phone
CAB Bi- weekly

Change Manager (Chi) Wirtual I Electronic

ChirStandard Wirtual

> Lower priorities approved virtually

Forward Schedule of Change

7 B T
) cHgz635- | cno24000- | cHG24704 - add ) cHG2as60- [ cHG24903 -
opy [OR production MRL7 - Lotus Palicy - bluscrossmn.comity  Instll Complete 17 - Lotus Policy
Hatabase ta quality Lpdate - to PILGT  irectory ko ackage of Orace  |Jpdate - Production|
prvironment roup only (Lotus  bluecrossmn.com fient % al sers (Lotus ports)
Hatabase (16:00 to ports) (08:00t0  production junction.  Tnformatica servers. 09:00 to 09:15)
0:00) 115 %:UU to 06:00 R32 {12:00 to K_] CHG24832 -
Ul cgoassz- | Teneadedrl i crigzansa SR 15:00)
teate COB letter | TEchilipates 02" olaris Security | cHe24727 -
racessing within 2009 - IT Internal (0 Compliance (05:50 ke Modiy Postini 12:00 to 12:05)
iorkdesk (20:15 ko Lauls graup) Pre-Pilat 05:59) raduction Corfig o 1 ~
- Loy about 30 machines) | (ygpgepp - pend Quarantine Dd‘;’;iﬁ:ﬂ“
l cHE24645-  MBEORRITO0NTL Y appsyr  Nokfications daly Lo i e
OPK RAPS: Create =] CHG24898 -  fuith [EBGENER and  nstead of 7 days ckesson's
e table and add 2 |[ZivPM upgrade and [SORT (10:00 to 19:00t0 20:00)  \ieheck 8,5.43
06:00 b 06:15)  Folumns to patching to version  (10:15) 20:00 b0 20:15)
%) CHozdgs0. [ GRP_APP (20115 [33.3(20i15t0 | cyopae7e-
0 20:30) EL1S) tandard SuperCp TA
) CHG24865 - Load (21:00 to 21:30)
yelic Upgrade BST
Tax Factory 8.0
21:00 to 21:30)
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Incident Management

> Any interruption in the normal operation of
a service

> Return service to normal state or provide
workaround as quickly as possible

Incident Process Successes

> Right-sizing groups managed
> Impact + Urgency = Priority
> Priority drives escalation

> On-call Rota

> Major Incident for top priority

Group Set Up

> Best practice — 10ish
> Current state — over 300
« One for every system/application
> Best we could do — about 125
« One for every manager
« Use rules to delineate notification preferences
On Call Rotation

Subscription-Based Notification
Escalation integration with AlertFind



Impact Factors

Impact

., Estentef ‘Whole arg,
Grganizational Several complete dispt or
- impact custoemers building or
Environment,_ ©ng Customes affected or an extemal
.,

and not exes BwEC Cuztomers

1 ] 3
2 4 3
3 5 il
F] T

10

Request for
Serace i Disruption

T
1

Urgency — The Human Factor

Urgency Factor W Medium
Do | paays | izams | etehs
licket creation (Low Impact | (Medium impact (High/Top
default) default)
defaulf)

Priority

IMPACT
Medium High

* Priority drives process and escalation
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Escalation

Response Response Escalation
Esc 1 Esc 2 Hours
20 minutes 45 minutes 24x7

20 minutes 45 minutzs 2447
B0 minutes Mih M-F Ba-8p
4 hours A M-F 6a-8p

> Ticket can be accepted from Blackberry

> Resolution escalation being done
manually

On-call Rota

> Notification to right people at the right time
> Incidents assigned to group
> Notification to all group members OR
follow on-call rota rules
« Rotate through members
« Notify a group device
« Notify specific member(s) of group

Major Incident — Priority 1

» Task driven
« Parallel vs. Serial

> Stakeholder communication
« News scroller
« Subscription-based

Hews e
* MINC11151: Aurors Network Conneciiaty. The Aurors clism center momentanty lost network connectivty which 03302009
s s Lmir Nl stk corspclonss. The phesnes dee bisck up, bul somme uiers ans unsbli 16 re-
10 tha Novell ratwork
= MBGTITED STAR Usais in Arcra 3nd Viiginia e expariescing latency i STAR. I is taking 510 minutes before  D0F22009
£ progresses 10 the next sereen. Dus 10 this isue scont wsers ars abinding
1 MINC11148. FOCUS Contact History. Some us eCening an imor “senice unavaiable” when they try 1o vew 0262000

10



Request Management

> Simple request forms and powerful
delivery plans

> Two primary tracks
> Not just for IT!
> Lean first, then automate

Employee Onboarding

> Focus group feedback indicates this is
biggest area of pain

> Several different systems with various
information and lead time requirements

> Need to complete several key requests,
then we can bundle

> Working on physical security, IT security,
workstation requests (PC, phone,
software)

> HR is assisting by pushing reminders to
hiring managers at onboarding milestones

IT Intake Processes

> Project Management

> Application Development
> Infrastructure Engineering
> Data Warehouse

> Networking

> Job Scheduling
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IT Infrastructure Project Intake

] oquest Contes o . Infrastosciurs Projec Reguest 5

InRStrschins projects 50 thage whee o of macs inbaptructrs | (onquesd this lhem

drashn FESOUICES (ETRINEENNG, H0rage, nEtwark, SEerations.

scurty, eic ) are requied. Infrastnucture projects are ofben f

ofhaots om Sttegi Projects, bul #so may be stang o LCEISURICRURST)
et

Frogect mouests wil ba svalused By tha Govemance Taam using (] Sowe a Drait |

Delivery ime 17 days

nd
n brduted wrd prevented brwer
Govemance Commatias, whets reguadls s discusesd,
intaidepandancies dentfied, and resource wailibdty is
detorminad, thereby leading to a final priortization. Prjects ara started or delayod based on this
Commites's Secision.

[ What i the title of yeur project? IWhat s your requested project stant date?

[ [

[ Select ane category that best fits your [ What s the desired project
pruject type. implementatiun datn?

 Less than T menth

 Mandate 1 ta 3 manths

© Stratagic €310 menths

" Speonty. Compliance & Dissstar RBCcowry £ G

Request Status

EOIMICNN wastructure 5 @) Apprond
Drsjuct il Frep e A P it o S Complnon Foibmmd Sl
B Py e
> Allows requester to follow requests via self
service

Business Uses

> Business Event Management
« Intradepartmental support requests
« Distribution methods
Round robin
Specialty assignment
Push or pull queue
> Funding Request
« Replaces five previous funding methods

« Amazingly complex approval process fully
automated

11



Organizational Change
Management

> Executive Sponsorship

> Awareness Communication

> Training

> User Guide

> Release Notes

> Stakeholder Satisfaction Surveys
> Continual Improvement

IT Newsletter Announcement
On the move: Implementation of Service-now

T over three years now, and by the end of
4y anew | e Man 2

SEMCE-NOW COM Nas CTested quits 3 DUIE IR the mdustry, having on
oot et that is exiremely easy to corfigure and Is relatively inexps 50 o similar
ATy IN QMer toois. 1L 15 ofered as SoMwWane a5 a Senice and meir taciy.

15 100% Lrowser-based, 50 can be accessed via the
s even theough the Blackberry

inn Manageme:

Awailability Managemienl
Copacity Monogement

Change Manogement
Configuration Manngement
Enterprisa Mastar Control Center Cribcal Success Facior, Fay Paviomasce indcaiors & Metics
Financial for IT Senvi "1 ‘agars and Coll Phard
Incident Management Girowp Inkomencn

1T Bervien Continuity Managemizal
Enowledge Management
Probilim Management

Hutlease Manageminl
i - o Triring

Hequest Managemenl § T " -
Security Fackot Presaststion
Service Desk O Call Fusta Uiee Ouide

N Fhass Dvsgram Fryscel Flow Frocess. Frocedures. Work hstuckons
Service Level Managemant Fatasonh

Flageast or csdant Creston Feghts
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Training

> Awareness/Overview
> Recorded Webinar

> Hands-on Classroom
> User Guide

User Guide

What is Incident Management

Roles and Responsibilities,

_ > It's not amazon.com
The Incident Management Tool and Processes......
Py Levss > Increases adoption

Escalation Guidelines

Mer rate
Logging s
The lncadent Raguest Screen

Diemrption of fncsdent Stats Thpes.

Incidents: FromSta 1, Select Create New from the Incident Management menu section in the left
panel. This button & ony visible o indivickak with Incident Owner rights,
Craatng a New fren

N—— gament Suks
Hkng onan tree [

Release Notes

> Don'’t surprise them with new functionality
> Upgrades vs. planned application changes
> Update User Guides and training materials
> Subscription-based notification

> FAQs

12



Stakeholder Satisfaction

> Collect information to baseline process
performance and drive improvements

> Ask the right questions!
« Keep it short
« How will we use the information we collect?

> Transactional feedback

« “How well did we meet your expectations on
this transaction?”

Continual Improvement

> Phased approach to application releases

» They can only handle a certain amount of
newness at a time

» Feedback from stakeholders about
process “discomfort”

> Information gleaned from process metrics
> When are we done? Never!!!

Results/Metrics

> Key Performance Indicators
> Critical Success Factors
> Metrics
> Reports
» Push vs. Pull
« Frequency
> Customer Satisfaction
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Changes by Different Types

* Narmal = Flannes
* Standard = Fre-Approved "
* Expecited = P3 or P4 BreakFix - : :'E"dal'd
* Emargency = 1 or P2 Braak/Fix orma
| O Eupecites

B Emergency

Changes

200909 200810 200811 2008/12 200801 200902

> Emergency/Expedited = Break/Fix (new applications
implemented at year end — with defects!)

» Standard = Preapproved (new standard change
templates added)

Changes by Urgency

Your Organization s
- I 3-Mediu
700 I 2a
o1

N r
00we  200ma0  200ea:  200eaz  2e9/0) 2008102

> 68% of normal changes submitted 7 days
or less in advance

> Increased integration between change and
incident will provide data assess whether
high urgency has a direct relationship to
business impact

Change Request Sources by Month

o & e vl !
o & o e ¥
Crestea

 Cepantmartal Lot Nobed Databate & ITIL incudart Frotiem N ansgemart Froceds
W Priojedt Porfaka Masagement (FFM) W Rasonal Chartiues (£0)
r: Praject Form (T} m Trackmse R

> Request source is audited

> Allows us to determine best place for
integration efforts

13
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Incidents

C T : Infrastructure Project Report
: : > Provides data

for proactive
problem
management

> Training for

new Service
Desk reps

Is51R summanes

> Provides weighting, ranking, and status all
in one view!

You don’'t need automation for IT
Average Daily Service Desk Calls Received g
oy Baseline ‘ Ent Chg Mgmt ITIL Inc Mgmt SerVICe M an agement N

—— |ucL=767.3

X=574.2

Average Daily Calls Received

f——— | LCL=381.2

» We use Service-now.com — and love it!

Service Desk Transactional Survey ITIL Resources

> 51% IT Service Desk Satisfaction Survey. ' > itSMF
response Z:Tﬂ"“':x'mm“”‘jm « Local Interest Group
rate in 2008 T o WWW.itSMFUSA.org
> 35% > Publications
expectations JEReE o : « Office of Government

e e e Commerce

> 59% 76 miocen and Foctns v v and eonia o Ao ooy « Five Lifecyde ITIL v3
met pommmomhgﬁm\* Ideas aboul how we can bOOkS
wg&-lrm’mm yos and the Service Desk maniger :
> Webinars

expectations © Yeu & Mo

exceeded Would you ke fo share any commants?

BiITSM LIBRARY
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Whew! That's all folks!

> Any last questions?
> Be sure to complete your surveys
> Contact me to compare notes:

« Susan Ryan@bluecrossmn.com

4/1/2009
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